Phishing Scam

The Credit Union Association of Oregon reports an active Phishing scam attempting to steal
account information.

The reports indicate that a call is received from an automated phone message identifying
them as an actual credit union. The caller states they are from the “billing and payments
department” of “XYZ” credit union, and instructs the person to enter their debit/VISA card
number. If a number is not entered, the caller repeats the instructions several more times. If
no information is provided, after several attempt to get the card number, the caller hangs up.
If the number is provide the caller goes on to ask for additional information such as CVC and
PIN.

Please be alert and do not provide any personal or financial information over the
phone or via email. If someone calls you trying to solicit personal information call your credit
union immediately!

Consumer Phishing information links-

http://www.phishinginfo.org/
http://www.fraud.org/tips/internet/phishing.htm
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